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Session Overview 
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Å Mistakes Hawaii retailers make that leave 
them vulnerable to attacks 

Å Understand the financial, legal and 
operational consequences of a security 
breach  

Å Gain knowledge about current and 
anticipated cardholder data security 
programs required by your merchant bank  

Å Explore steps your business can take to 
minimize security risks and protect against 
fraud    

Å Discover how local Hawaii merchants are 
successfully adding security programs 
without disrupting business operations  
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DRG PCI Services 

V Qualified Security Assessor  (QSA) 

V Approved Scan Vendor (ASV)  

V Payment Application Qualified Security 

Assessor (PA-QSA) 

DRG has 

performed 

hundreds of PCI 

assessments for 

industry-leading 

companies   

Á Security assessment & 
consultation 

Á Compliance validation 
(PCI, HIPAA, SOX) 

Á Merchant Security 
Education & Training 

Á Remediation 

Á Implementation 

Á Forensics and incident 
response  

Á Security solutions 

Á Security support services  

 

Full-service consultative and technical security 

support solutions since 1997: 
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IMPORTANCE OF DATA 

SECURITY 

Section I 

4 
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Data Breaches Donôt Happen Here 

5 

UH computer breach may have 

compromised 53,000 people 
 

July 06, 2010 

 

More than 53,000 people, who did business with the University of Hawaii at Manoa parking office's data base 

from 1998-2009, are being notified by mail that they may be affected by a computer security breach. The FBI 

and Honolulu Police Department are investigating the breach that was discovered on June 15 during a routine 

audit. University officials say the unauthorized access to a computer server used by the Manoa parking office 

occurred on May 30.Affected are 53,000 records, which included 41,000 Social Security numbers and 200 

credit card numbers. 
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2010 Data Breach Analysis 
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Types of Data at Risk 

Types of Target Assets 
Source:  

SpiderLabs  

2011 Global Security Report 
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Top Risks to Hawaii Retailers 

Common Causes of Card Data Exploits: 
1. Web applications and poor coding practices  

2. Data retention and archival practices 

3. Reliance on 3rd Parties (cash register co, etc.) 

4. Poor network design 

5. Lack of security policies and employee 

education 

Costly Retailer Mistakes: 

V Storing Track, CVV or PIN Data 

V Not Encrypting, Masking PANs, etc.  

7 
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Measuring Impact from a security breach  

Å Customer Financial Loss ($$$ impact)  

Å Loss of customer loyalty and brand 
impairment  

Å Call volumes, Media & Press  

Å Forensic investigation cost  

Å Impacted customer notification   

Å Lost employee productivity  

Å Financial statement and stock values  

Å Litigation  and restitution costs  

Å Card brand and regulatory fines  

Å New security & audit requirements  
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PCI DATA SECURITY STANDARD 

OVERVIEW 

Section II 
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Where we Started  
 

Separate Card Brand Security Enforcement Programs ï circa 2001  

AMEX 

DSOP 

Visa 

CISP 

MasterCard 

SDP 

10 
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What is PCI ?  

Å Global Payment Card Industry Data Security Compliance Initiative 

Á Five major card brands unite for Common Security 

Á Card Brands Security started in 2001; PCI formed 2004 

Á First PCI DSS was released in 2006 

Á Data Security Standard (DSS) ï version 1.2 / 2.0 

Å Enforced by Banks (Acquirers, AMEX and Discover) 

11 

CISP SDP DSOP DISC DSP 
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PCI Drivers 

Å Merchants and Processors have 

cardholder data,  

Á a high-profile, high-risk set of data 

Á frequent targets of hackers 

Å Merchants and Processors have 

experienced highly-publicized 

security breaches 

Å They are targets for regulatory 

scrutiny and class action suits 

Å Level of compliance is low 
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Who does PCI Apply to? 

Å Applies to all Retailers who 

Store, Process or Transmit 

Cardholder Data 

ÁCard-Present (CP) 

ÁDial-up and Paper  

ÁEcommerce and Websites  (CNP)  

ÁMail /Telephone Order  (MOTO) 

ÁFax and other payment mechanisms  

 

Card Brandsô Goal: Global Mass Adoption 

13 
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PCI Protects and Secures 
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Full Magnetic Stripe  or Track Data 

Card Verification Value (CVV) - CVC2 / CVV2 



©2011 Digital Resources Group 

What PCI Data Standard . . .  

Å An Independent Industry 

Standard 

Å The technical and business 

requirements for how payment 

data should be stored and 

protected 

Å A List of Qualified PCI SSC 

Assessors (QSAs, ASVs, PA-

QSAs and PED Labs) that 

interpret and validate 

compliance 

Å A Compliance (Enforcement) 

Program 

Å Each brand will continue to 

maintain and promote its own 

compliance programs 

Á Identifies stakeholders that 

need to validate compliance 

Á Definitions of Validation 

Levels 

Á Fines and Fees 

ISé IS NOTé 

15 
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PCI 

 

PCI DSS 

 

PA-DSS 

 

PTS 

 

PCI Security Initiatives Expanding 
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Industry Entities 

Data Security Standard  

Payment Application  
Data Security Standard  

PIN Transaction  
Security  

Payment Card Industry  

HSM 
 

Hardware 

Security Module 

UPT 
 

Unattended Pymt 

Terminals 

EPP 
 

Encrypting PIN 

Pad Devices 

POS 
 

Point of Sales 

Devices 
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PCI Roles and Responsibilities 

ÅQSA ï Reports on Compliance 

for PCI DSS 

ÅPA-QSA ï Reports on Validation 

for PCI PA-DSS 

ÅASV ï Scan Reports for 

Requirement 11.2 of PCI DSS 

ÅISA ï Internally support 

consistent and proper application 

of PCI DSS measures and 

controls 

17 
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Payment Card Brand Compliance  
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Level Visa USA 

 CISP 

MasterCard 
SDP 

Discover 
DISC 

AmEx  
DSOP 

1 Merchants processing 

over 6 million Visa 

transactions annually, 

identified by another 

payment card brand as 

Level 1, or merchants 

compromised in last year 

Merchants processing over 6 

million MasterCard 

transactions (all channels) 

annually, or compromised 

merchants 

Merchants are currently 
not categorized into 
levels based upon 
transaction volume.  
Discover takes a risk 
based approach to 
validating compliance.    

Merchants processing 

over 2.5 million 

American Express Card 

transactions annually 

2 Merchants processing 1 

million to 6 million Visa  

transactions annually 

Merchants processing over 

150,000 MasterCard e-

commerce transactions 

annually 

Merchants processing 
50,000 to 2.5 million 
American Express 
transactions annually 

3 Merchants processing 

20,000 to 1 million Visa 

e-commerce 

transactions annually 

Merchants processing over 

20,000 MasterCard e-

commerce transactions 

annually 

Merchants processing 

less than 50,000 

American Express 

transactions annually 

4 Merchants processing 

less than 20,000 Visa  e-

comm transactions 

annually, and all other 

merchants processing up 

to 1 million Visa 

transactions annually 

All other MasterCard 

merchants 

N/A 
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Fines & Penalties  
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Å  Yes, Fines are real 

Å  Visa CAP mandates fines for     

   Non-Compliant Merchants L1/L2 

Å  Penalties for track data storage 

Å  Merchant L3/4 ïNo fines yet 

Source: Visa  

VISA CAP ï Fines 
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The Cost of PCI Compliance 

The Cost of Complying: The Cost of Not Complying: 

Three Categories of Compliance: Same study estimated non-compliance 

costs significantly higher, including: 

ÅUpgrading Payments Systems and 

Security Measures 

ÅVerifying Compliance (Assessment) 

ÅSustaining Compliance 

ÅñCrisisò cost upgrades 

ÅRepeat assessments 

ÅNotification costs 

ÅBrand reputation 

ÅShareholder and consumer lawsuits 

How much does this cost your 

organization? For merchants with 

complex or older systems, it may cost 

significantly more 

The cost of a breach can easily 

be 20 times the cost of PCI 

Compliance 
 

20 

ñPCI Compliance Cost Analysis:  A Justified Expense.ò 

 A joint analysis conducted by Solidcore Systems, Emagined Security and Fortrex.  Jan. 2008  

[This study utilized data from several sources including level 1 and level 2 merchants with 2,000 ï 2,500 retail locations.] 
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5 Stages of PCI Acceptance 
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Itôll be OK 
PCI doesnôt introduce any 

new, alien concepts 

ÅAnger 

ÅBargaining  

ÅDepression 

ÅAcceptance 

ÅDenial  It doesnôt apply to me 
PCI compliance is mandatory 

It isnôt fair  

PCI applies to all parties in 
the payment process 

Iôll do some of it 
Compliance is ñpass / failò  

Iôll never get there 
Many merchants already have 
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MITIGATING LIABILITIES  

(PCI SAFE HARBOR) 

Section III 

22 
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What PCI Brings your Company 
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1. Demonstrates a Companyôs 

commitment to protecting 

cardholder confidential data 

2. Strategic marketing value 

3. Publically indicates or announce 

stronger controls & processes  

4. Avoid fines and penalties  

5. Demonstrate compliance for key 

customers who demand PCI 
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What is PCI Safe Harbor? 
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Safe harbor is the outcome of ongoing PCI compliance 
process and provides ñimplied protectionò from fines 
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PCI DSS GOALS AND 

REQUIREMENTS 

Section IV 

25 
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PCI Data Security Standard (DSS) 

26 

6                  
Control     

Objectives 

The Digital Dozen:        
12 PCI DSS 
requirements 

226 detailed security focused sub-
requirements 
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PCI DSS Goals and Requirements 

PCI Goal PCI DSS Requirement 

Build & maintain a 

secure network 

1. Install & maintain firewall configuration to protect cardholder data 

2. Do not use vendor-supplied defaults for system passwords & other 

security parameters 

Protect cardholder 

data 

3. Protect stored data 

4. Encrypt transmission of cardholder data across open, public networks 

Maintain vuln. mgmt. 

program 

5.  Use & regularly update anti-virus software 

6.  Develop & maintain secure systems and applications 

Implement strong 

access control 

measure 

7.  Restrict access to cardholder data by business need-to-know 

8.  Assign a unique ID to each person with computer access 

9.  Restrict physical access to cardholder data 

Regularly monitor & 

test networks 

10. Track and monitor all access to network resources and cardholder data 

11. Regularly test security systems and processes 

Maintain IS policy 12. Maintain a policy that addresses information security 

27 
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Small-Medium Merchant Requirements 
  

       Retailers ï Merchant Level 3 and 4 

28 

VComplete an annual Self 
Assessment Questionnaire (SAQ)  

VEnsure your POS or other payment 
apps are PA-DSS compliant 

VOn a quarterly basis, test (scan) 
internet facing Ips involved in the 
Transport, Processing or Storage of 
card data. 

VSubmit SAQ and Scans to Acquiring 
Bank or Processor 

 



©2011 Digital Resources Group 

Larger Retailers - PCI Validation Road 

Remediation 2 

Pre-Audit Readiness Review 1 

Onsite Audit/Validation 3 

Network Security Scans 4 

PCI Validation 

5 

6 

SAP and ROC 

29 

Merchant Levels 1- 2 
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On-Site Audits - Mid Year Changes 

Impact Level 2 Merchants 

30 

MasterCard and Card 

Brands are lowering the 

baré 
 

As of July 1, 2011 all Level 2 

merchants will be required to 

complete an On-site Audit. 
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PCI DSS v2.0 or v1.2 ?  

 The Choice Is Yours (for now) 

ÅNew 3 year PCI DSS cycle 

ÅDSS ver 2.0 is optionally effective beginning 

Jan. 1, 2011 after which it will exist in parallel 

with the current ver 1.2.  
ÁThat means for all of 2011 Hawaii Retailers have the 

option of using either version to validate their 

compliance. 

31 



©2011 Digital Resources Group 

How to Find PCI DSS v1.2 
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https://www.pcisecuritystandards.org/security_standards/documents.php 
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PAYMENT APPLICATION DSS 

(PA-DSS) REQUIREMENTS 

Section V 

33 
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PA-DSS Goal 

Develop secure payment 

applications that do not store 

prohibited data, such as full 

magnetic stripe, CVV or PIN 

data, and ensure vendor 

payment applications 

support compliance with  

PCI DSS.  
ñPayment applications should facilitate, and not 

prevent, the customers' PCI DSS compliance.ò  
-PA-DSS Program Guide 
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What is a Payment Application 

Å ñOff the shelfò software without much 

customization, and 

Å Applications which perform authorization 

or settlement 

Å Applies to application ñmodulesò 

Å Applies to Hardware terminals unless all 

4 criteria* are not met 

 

Does not apply to: 

1. SaaS applications 

2. Apps used only in-house, i.e. not sold, 

licensed to third parties 

35 
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PA DSS 14 Requirements 
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Donôt retain full magnetic stripe, card validation code or value (CAV2, CID, CVC2, CVV2) or PIN block data 

Provide secure password features 

Protect stored cardholder data 

Log Application Activity 

Develop Secure Applications 

Protect wireless transmissions 

Test Applications to address vulnerabilities 

Facilitate secure network implementation 

Cardholder data must never be stored on a server connected to the Internet 

Facilitate secure remote software updates 

Facilitate secure remote access to application 

Encrypt sensitive traffic over public networks 

Encrypt all non-console administrative access 

Maintain instructional documentation and training programs for customers, resellers, and integrators 
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Software Vendor Responsibilities 

Å Create secure PA that facilitate and do 

not prevent customers PCI-DSS 

compliance 

Å Follow PCI DSS for storing, processing 

or transmit card data 

Å Create PA-DSS Implementation Guide 

specific to application 

Å Educate customers, resellers & 

integrators about install and configure 

Å Ensure PA meets PA-DSS requirements 

by passing review by PA-QSA 

37 
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Merchant/Retailers Responsibilities 

Å Implement a PA-DSS compliant Pymt 

App into a PCI-DSS compliant 

environment 

Å Configure PA according to PA-DSS 

Implementation Guide from Vendor 

Å Configure in a PCI-DSS compliant 

manner 

Å Maintain PCI-DSS compliant status for 

your environment and the payment 

application configuration 

38 
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Common POS Security Issues 

ÅImproper configuration of POS 

ÅPoor placement or location of 

POS in non-secure areas 

ÅPosting of User IDs and 

passwords in plain sight 

ÅUsing the same password 

across multiple employees or 

several departments 

 

39 
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PCI Validated Payment Applications  

ÁMerchants 
responsibility to use 
compliant apps 

Á Insist your vendors 
offer PA-DSS 
protection 

ÁCompliant 
applications on PCI 
SSC web site 

ÁNon-compliant apps 
no longer permitted 
by acquirers after 
10/09 

https://www.pcisecuritystandards.org/ 


