
 
 

IT Security Consultant  
Location:   Preference to California, but Boston, Washington and NY locations possible 
 
This is a client facing role.   Excellent interpersonal, technical, and writing skills are required.   This 
position interfaces with external and internal stakeholders on a daily basis.  This position will have 
primary responsibility to conduct professional security services engagements, including security and 
controls reviews, consultation with customers about security solutions alternatives and conduct 
security assessments in accordance with industry standards such as the PCI-DSS.   Consultant must 
be comfortable working alone or with a team in a client’s location and is responsible to ensure timely 
and quality deliverables to our clients. 
 
The Consultant support and delivers information technology security programs for various clients, 
including developing, implementing, and maturing of security assessment services.  DRG security 
consultants advise clients on a variety of security topics in the common body of information security 
knowledge, including physical security, system access controls, security awareness and program 
management, and other security technologies that minimize the client’s risk. .   
 
Responsibilities include 

• Conducting enterprise security assessment of customer network and data systems, including 
planning, execution, customer interface and report delivery. 

• Provides guidance to clients regarding all aspects of IT security and delivers client projects. 
• Perform internal and external network and application penetration testing using a variety of 

methods, tools, and techniques  
• Develop, implement, maintain, and monitor compliance of policies, procedures and associated 

plans for system security administration and user system access based on industry-standard 
best practices. 

• Recommend and supervise implementation and operation of security systems and 
corresponding software, including firewalls, intrusion detection systems and anti-virus/spyware 
software.  Ensure software fixes and security patches are applied and operated in accordance 
with established policies, procedures and standards. 

• Monitor control systems and access levels, including periodic reviews of application access 
levels. Review and approve processes for managing end user accounts, permissions, and 
access rights. 

• Conduct regular and ad-hoc review of IT security threats and vulnerabilities, and design and 
conduct compliance audits of IT security policy and procedures. Perform information security 
risk assessments and recommend improvement to reduce, contain and mitigate risks. 

 
We require: 

• Minimum of 3 years experience in IT Security 
• BS degree in IT, CS or MIS 
• Professional designation or accreditation in IT Security and audit, preferably Certified 

Information Systems Auditor (CISA), Certified Information Systems Security Professional 
(CISSP), or Qualified Security Assessor (PCI QSA) 

• Knowledge of database security and configuration 
• Must have a strong understanding of security practices, principles, security technologies, and 

configuration expertise on systems and network components, including firewalls, IDS, host and 
router security methodologies 

• Strong background in network or application technologies, including penetration testing helpful 
• Network design and implementation experience 
• Willingness and ability to travel   



 
 

 
About the Company – Digital Resources Group: 
 
Digital Resources Group (DRG), http://www.drgsf.com, is a dynamic information security services 
company, protecting data and networks for financial institutions, e-commerce providers , government 
and merchants throughout the US and global locations.    DRG has been a technology leader in the 
security assessment, application data and network protection field since 1998.    Our quality IT 
security and compliance services, including PCI, SOX, GLBA and HIPAA are valued by customers 
worldwide who depend upon our security consultants for leading edge knowledge to manage and 
evaluate risk and protect valuable customer information.     DRG is a Qualified Security Assessor 
(QSA),   Approved Scan Vendor (ASV) and Payment Applications Qualified Security Assessor (PA-
QSA ) for the global credit and debit payment card industry.  
 
 
Interested candidates should provide their resume clipped in the body of the email.  In the subject line 
of the email use “Lastname, Firstname SecCon”.  Provide your salary requirement and three 
references. 
 
Digital Resource Group is an equal opportunity employer. 
 

 

http://www.drgsf.com/

